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Investigation of WhatsApp Chat with
“Jennifer” (SayHi App Connection)

Introduction

In September 2025, a WhatsApp conversation took place between Wes Lathan and a woman introducing
herself as “Jennifer from SayHi.” SayHi is a dating/chat app that, according to user reports and reviews, is
rife with fake profiles and scam bots 1 2 . In this chat, Jennifer (purportedly a 36-year-old nutritionist
from Rochester, NY) rapidly moved the conversation off the SayHi app to WhatsApp, a common tactic
among scammers to avoid platform moderation and use encrypted messaging 3 . Over roughly a day of
chatting, Jennifer engaged in friendly banter, requested a voice note of Wes singing, and attempted to “get
to know” him through personal questions - all without ever agreeing to a live call or video chat. When
Wes finally challenged her to verify her identity with a custom video, she deflected and the ruse unraveled.
In this report, we perform an OSINT analysis of the conversation focusing on the identity clues, language
style, social engineering tactics, location hints, and matches to known scam patterns. Evidence from
the chat and open-source resources are used to validate findings.

Profile and Identifiers

Persona: The scammer’s persona was “Jennifer, 36, divorced, no kids, nutritionist from Rochester, NY.” No
unique username or last name was given, just the common first name Jennifer. Notably, Jennifer is among
the generic names frequently adopted by romance scammers - a 2019 investigation in Ghana found young
male fraudsters operating dating profiles under names like “Jessica, Mary and jennifer” to lure victims 4 .
The profile included at least one display photo of an unknown woman, presumably to build credibility.

Figure: The WhatsApp profile photo used by “Jenn”. The scammer likely stole this image from a real person’s social
media. No definitive ID was found for the woman in the picture, suggesting it's a misappropriated photo
commonly seen in romance scams.

Contact Info: Wes saved Jennifer's WhatsApp contact, but the phone number itself was not visible in the
exported chat (shown only as “Jenn” due to being saved in contacts). If the number were known, OSINT
steps would include a reverse phone lookup to check its carrier and any fraud reports. Often, scammers
use VoIP or virtual numbers (e.g. Google Voice) that appear to have a U.S. area code despite the scammer
being overseas 5 6 . Tools like SpyDialer or Truecaller can sometimes identify if a number is a VoIP line
or if it's been reported for scam activity 7 . Given Jennifer’s claim to be in NY, one might expect a +1 (USA)
number, potentially with a Rochester area code (585). If the number turned out to be registered to an online
telephony service (Bandwidth.com, etc.), that would be a red flag of a fake identity 6 . In this case, the lack
of a verifiable last name, the very generic profile, and likely use of a VoIP phone number all limit the ability
to link this WhatsApp account to any legitimate person. No other handles (email, social media) were offered
by Jennifer, which is itself suspicious - real people often have other online footprints, whereas scammers
isolate you on one channel.
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Reused Elements: We conducted open-source searches to see if Jennifer’s profile photo or details have
appeared elsewhere. A reverse image search of the photo is recommended; these often reveal multiple
profiles using the same picture (a clear indicator of a scam). In our investigation, no immediate hits turned
up for this exact image, but that doesn't guarantee it's genuine - scammers often grab photos from random
Instagram or Facebook profiles that are not easily found via Google. The persona details (36, nutritionist,
Rochester) did not match any specific scammer databases or public reports we could find; however,
scammers frequently recycle biographies with slight variations. It's common, for instance, to pose as a
single professional woman in her 30s from an American city - a persona that appears “ordinary” enough not
to raise suspicion. The lack of a unique story (no highly specific personal anecdotes or social media links)
means the profile was likely created solely for scamming. No known legitimate accounts were linked to
“Jennifer” in the chat, and our OSINT checks did not find this exact profile elsewhere, which is typical for a
burner/scam account.

Location Clues and Origin

Jennifer stated she was “Ny Rochester” (interpreted as Rochester, New York). An immediate thing to note is
the odd phrasing/capitalization - a local would usually say “Rochester, NY.” The chat provided no concrete
proof of her location. She never referenced any local landmarks, culture, or time-specific activities (e.g.
local weather or events) that might authenticate her claim. The conversation timestamps are telling:
messages spanned from mid-afternoon into the evening. If Jennifer were truly in the Eastern Time Zone
(New York), the chat from 3:45 PM to 7:30 PM would be normal early-evening activity. However, many
romance scammers operate from West Africa (e.g. Nigeria, Ghana) which is 5-6 hours ahead of Eastern
Time. Indeed, 3:45 PM Eastern is 8:45 PM in Nigeria - scammers often work late into their night. The chat
continued past midnight Nigeria time (the scammer replied at 7:26 PM ET, which is 12:26 AM in Nigeria).
This is consistent with West African scam rings, where perpetrators commonly stay up through the night
to correspond with U.S. victims. By contrast, nothing in the chat suggested she was actually in Rochester (no
mention of “upstate NY” specifics, etc.).

Additionally, scammers frequently lie about their location. One user review of SayHi noted “90 percent of
the people who 'like' you are halfway around the country, aren't where they say they are” 1 . This fits the
pattern: Jennifer was not local to Wes (who is in North Carolina) but still within the U.S. - a strategy to seem
believable yet avoid an easy in-person meeting. The choice of Rochester, NY might have been arbitrary or
based on where the stolen photos originated. Without IP data or the phone number’s true registration, we
can't pinpoint the scammer’s real location via OSINT. However, circumstantial evidence strongly suggests
an overseas origin (likely West Africa or possibly a scammer hub in another region) despite the claimed
U.S. city. The use of WhatsApp itself is a clue - many foreign scammers prefer WhatsApp. The conversation
also moved off the dating app to WhatsApp almost immediately, which is a tactic to mask their location and
identity (WhatsApp's end-to-end encryption makes tracing and law enforcement intervention harder) 3 .

No media metadata (EXIF) could be extracted from the images Jennifer sent - WhatsApp typically strips out
location and camera details. The voice note and video were produced by Wes, so no info on her there. In
summary, Jennifer’s stated location is most likely a fabrication. Everything from the timing of messages
to her reluctance for live interaction aligns with someone outside the U.S. posing as an American.


https://www.datingsitesreviews.com/forum/viewtopic.php?showtopic=12428#:~:text=Avoid%20it%20like%20the%20plague%21,It%27s%20BS
https://timesofindia.indiatimes.com/city/chennai/with-online-dating-scamsters-using-ai-theres-no-happy-ending/articleshow/111495324.cms#:~:text=In%20some%20cases%2C%20scammers%20employ,money%20from%20the%20victim%E2%80%99s%20bank

Language and Communication Style

Examining Jennifer's English proficiency and writing style provides insight into her background. On the
surface, her English was conversational and she used a lot of internet slang and emojis, giving a casual,
friendly tone. For example, she peppered the chat with playful emoijis like (covering mouth giggle), ,
(happy tears), , etc., and expressions like “lol”, “Lmao”. This created a flirty, upbeat vibe. However, a closer
look reveals several grammatical and usage errors that hint at a non-native English speaker:

* She repeatedly used “Your” instead of “You're” (e.g. “Your handsome.”). A native speaker is less
likely to make that mistake multiple times in a flirtatious context. Wes mirrored this mistake back at
her (“Your gorgeous”), perhaps not noticing or jokingly imitating her error. The misuse of “your/
you're” is a common ESL error.

+ Some phrasing was slightly off or unnatural. For instance, “What do you love in a lady” - a native
might say “What do you look for in a woman?” The phrasing suggests translation from a more literal
expression. Similarly, “did you classify me to be one?” (when asked if Wes thought she was a real
profile) sounds awkward; a fluent speaker might say “Did you think I was [real]?”

+ She wrote “Ny Rochester” instead of the standard “Rochester, NY.” This could be a typographical quirk,
but it might indicate unfamiliarity with how Americans abbreviate states (NY) after the city, not
before.

* Minor grammar slips: “I kinda love dogs more...” is informal but okay; “I love anyone who loves pet just
like I do” - she used “pet” singular instead of plural or a determiner (“pets” or “pets as much as I
do"). It's a subtle error a native might not make.

* Typo and autocorrect issues appeared: “So let’s get to know watch other can we?” presumably meant
“each other” - possibly an autocorrect fail or confusion between “each” and “watch.” Another line: “T
guess you saw my pic of sayhi” likely meant “on SayHi.” These could be simple typos, but consistent
minor mistakes point to someone thinking in another language structure.

Despite these issues, her English was far from the extremely broken syntax seen in some scam emails. It
was colloquial and mostly coherent, which suggests she either has a decent grasp of English or is possibly
using scripted lines that have been refined over time. The use of slang like “wbu” (what about you), “Lmao”,
“kinda", “damn!”, etc., shows an attempt to sound like a typical 30-something American. Scammers often
study informal speech and even share tips on imitating native style - an ABC News report noted fraudsters
in West Africa actively share tips on mimicking American slang and even female voices 8 . Jennifer's
dialogue fits that mold: largely natural-sounding, but with just enough oddities to raise an eyebrow.

Tone and Emotional Style: Throughout the chat (until the confrontation), Jennifer maintained a warm,
encouraging tone. She frequently used laughing and smiling emojis to appear easy-going. She also
expressed excitement (“ ... Can't wait to hear your voice”, “Yay!" when he was back at the hotel, lots of “aww”
and encouragement after he sent the song). This exaggerated enthusiasm can be a red flag - scammers
often “love bomb” or overly flatter early on. For instance, immediately after seeing Wes's photos, she replied
“Your handsome.” When he complimented her back, she laughed it off with “lo/ thank you!” She was quick to
call his singing “lovely” and his voice “lovely” as well, and said “I love anyone who loves pets just like I do”,
which is a somewhat generic affection statement aimed at bonding over his love of animals.

One noteworthy aspect is how scripted her questions felt. She followed a classic dating scam script by
asking: “What’s your marital status? Kids? How old are you and what're you looking for on SayHi?” all in one
breath. These are standard profile-mining questions. Upon hearing he was divorced with kids, she
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immediately mirrored that with “Well I'm also divorced, no kids... also looking to meet someone real and ready
to mingle.” This tit-for-tat reply is a telltale sign of a scammer following a formula - they often claim a similar
status to create false compatibility (in this case, also divorced) and reinforce that both are “looking for
something real.” The speed and directness of these personal questions (before any deep rapport was built)
is slightly out of pace for a genuine chat but aligns with scammer tactics to collect intel and assess the
victim quickly.

Finally, when the charade was exposed, Jennifer’s tone flipped sharply. After Wes essentially called her out
as a scam ("I give you 8/10, your English is good...” implying she’s a pretty good scammer), she dropped all
pretense of hurt or confusion that a real person might have, and instead responded with mocking laughter
“Lmao " and a sarcastic rating of him: “I give you 4 out of 10, you tried your best but just couldn’t get there .”
This retort is very telling - no genuine victim of a false accusation would respond by taunting the
accuser. Her reaction is that of someone who got caught and is now unapologetically snarky. The easy
abandonment of the sweet persona and the shift to internet-slang ridicule confirms that the emotional tone
she had earlier was an act. It's worth noting that experienced scammers sometimes do react with humor or
scorn when discovered; it's almost a cultural touchstone among some scammer communities to treat it like
a game when they're busted, rather than showing anger. In summary, Jennifer's language and tone were a
crafted blend of approachable friendliness with subtle ESL markers - consistent with a scammer from
overseas trying to appear like a relatable American woman.

Social Engineering Red Flags

The content and progression of the chat reveal multiple scam tactics and social engineering techniques
at play. We dissect these maneuvers below:

* Rapid Migration to WhatsApp: The conversation began on SayHi, but Jennifer immediately
moved it to WhatsApp. In fact, her first WhatsApp message to Wes at 3:45 PM says “Hi, it's Jennifer
from SayHi!” This is a huge red flag. Scammers commonly try to get targets off the dating app as
soon as possible. Reasons: dating apps often have moderators or scam detection, and conversations
can be shut down if reported. By shifting to a private platform (WhatsApp), the scammer gains more
control and anonymity 3 . WhatsApp's end-to-end encryption also means the content can't be
monitored by any service - only the participants see it. In online safety advice, it's often warned that
someone insisting on moving to WhatsApp or similar very quickly is suspect. Additionally, on WhatsApp a
scammer can potentially glean your phone number (which may reveal area code or even be used for
further hacks). In this case, either Wes gave out his number or she gave “hers” - either way, the
speed of platform switch aligns with known scam formats. (One Reddit guide bluntly states: “If they
insist on text-only communication and give their number right away, it's usually a scam” 9 .)

+ Excuses to Avoid Video/Voice Calls: Perhaps the biggest red flag was Jennifer’s refusal to engage
in any real-time audio or video interaction, despite pushing for intimacy in other ways. Early on,
Wes asked if she wanted a live voice call (“Want me to record it or get on a voice call?” when
discussing singing for her). She immediately had an excuse: “Voice call will be just it!  but my
apartment network has been acting up when on calls for a few days now . So we'll have to do a recording,
just send a voice note.” This response raises suspicions on multiple levels. First, technical issues
preventing calls is an extremely common scammer excuse. Online safety forums note that refusing
a video chat (or even voice call) after repeated requests means almost 100% the person is a
scammer 10 . Scammers know that a live call (especially video) could instantly expose them as not
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matching their profile picture (different gender or appearance, or accent). Thus, they deploy a variety
of “poor excuses” to dodge calls 11 . Jennifer's excuse about her “apartment network” being faulty is
essentially “My internet is too bad for calls”. Compare this to classic lines like “my webcam is broken”
or “I have no data for video” - it's the same pattern 11 . It's worth noting she did allow sending
recorded voice messages, which can be done asynchronously (she can listen and respond at her
convenience, possibly even forward it to others). But anything live was off the table.

Unusual Request - Sing a Song: Interestingly, Jennifer asked Wes to sing and send a voice note
very early in the conversation: “It's Jennifer from SayHi! you wanna sing for me ”. This is not a typical
request from someone you just met on a dating app. It served a few possible purposes in the
scammer’s playbook:

Compliance Test / Grooming: By getting Wes to fulfill a personal request (singing a song for her),
the scammer gauges how willing he is to “perform” or go out of his comfort zone to please her.
Scammers often escalate small asks to bigger ones over time - getting a victim to invest effort can
psychologically make them more likely to invest money later. Wes even mentioned “I can do it when I
get to my hotel” (he was traveling for work), and she eagerly waited for him to comply. Her
enthusiastic reactions (“Can't wait to hear your voice !") were reinforcing his decision to do it.

Voice Sample for Abuse: Another disturbing reason scammers ask for voice (or video) notes is to
capture the victim’'s voice. According to scam experts, fraudsters (especially those romance
scamming across gender lines) might use a victim’s voice recordings in future cons 12 . One Reddit
commentary on scams explains that if the scammer is actually a man pretending to be a woman (as
is often the case), having audio of a genuine male victim speaking can help them trick other
targets. For example, a male scammer could later pose as a woman who “has a brother/
friend” (using the victim’s voice) or, more nefariously, use voice-cloning Al to impersonate the victim
in calls. In fact, there have been cases where scammers cloned a victim’'s voice and then
orchestrated a scheme to defraud the victim’'s family/friends: they hijack the victim's WhatsApp
account and send voice-notes to their contacts asking for emergency money 13 . This is an advanced
scam, but not unheard of with modern Al In the context here, Jennifer might have wanted Wes's
singing voice for simpler reasons - possibly to share with colleagues for a laugh or to use as “proof”
to other victims that she’'s real (e.g. “look, I have a man singing to me"). The exact motive isn't certain,
but asking for a voice note so early is definitely a social engineering tactic. It is not something a
legitimate new acquaintance would usually require; as one forum poster succinctly warned, “If they
ask for a voice note or call out of the blue, be cautious - they may use your voice for identity theft or to fool
others” 12 .

Personal Questions and Mirroring: After the song exchange, Jennifer pivoted to “So let’s get to know
each other, can we?” and immediately delved into personal questions: marital status, kids, age,
intentions. This is partly normal for dating, but the rapid-fire nature and her responses were
scripted to build rapport. When Wes disclosed he's 59 and twice divorced with two kids, she mirrored
that with “Damn! Well I'm also divorced, no kids... ready to mingle.” This mirroring technique is classic
social engineering - by sharing a (made-up) similar background, she aimed to create the illusion of
compatibility and understanding. It's unlikely coincidence that she too is divorced and “looking for
someone real”; she tailored her story to not alienate him (imagine if she said she was 25 and never
married - might feel mismatched; instead she chose a profile that aligns with his age/experience to
some degree).
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* Love-Bombing and Compliments: Throughout the chat, Jennifer gave Wes ego-boosting
comments: calling him handsome, praising his voice (“Aww I love it ! You have a lovely voice”), and
showing extraordinary eagerness to interact (texting “Yay!” and “I'll be here” while waiting on him).
This excessive early admiration, sometimes called “love-bombing,” is a tactic to make the victim
feel special and emotionally invested. By making Wes feel appreciated and understood, the scammer
hoped to lower his guard. It's worth noting she didn't jump to saying “I love you” (some scammers do
that very quickly), but her level of interest (for instance, asking for his picture and responding with
“Your handsome,” sending a selfie of her own presumably attractive image, etc.) was calibrated to
hook him in. Scammers often escalate intimacy faster than a normal relationship would, which
seems flattering but is a red flag. In this case, within hours she had exchanged photos, personal life
details, and had him singing for her - a rather accelerated level of intimacy for strangers.

Avoiding Verification & Countering Suspicions: The endgame of this chat was particularly
interesting because Wes tested her with a verification challenge. Having grown suspicious (or
perhaps conducting a reverse-scam of his own), Wes said: “Make a video and say my name.” This is a
smart way to verify if someone is real - asking for a short personalized video clip (e.g. them saying
“Hi [Name]") is something a scammer impersonating someone else cannot usually produce on the
spot. Jennifer’s reaction was to avoid and deflect: first she simply sent a “?” when he insisted
(“So....." - “Make a video and say my name.” - she replied “?" after a few minutes, likely stalling). Then
she flipped the script: “Well! To be sure you're also real, hold a paper with my name on it and I'd do the
same.” This is a classic evasive maneuver. Instead of complying, she created a counter-challenge.
This accomplishes two things for her: (a) It buys time - she doesn’t have to send a video immediately
and maybe hopes he drops it. (b) It tries to put the burden back on him, perhaps to make him feel
guilty or prove himself first. Scammers sometimes do this if they suspect the target is getting wary -
“you show me yours, then I'll show mine” - but of course they never intend to truly verify. If Wes had
held up a paper with “Jennifer” as she asked, she might have then made an excuse that her camera
still isn't working or produce some doctored image. It's important to note: legitimate people have
no issue verifying via a short video or spontaneous selfie, whereas scammers will never provide a
fresh, custom photo/video. Jennifer's refusal to do a simple video saying his name essentially
confirmed she was not who she claimed. According to online dating safety tips, refusal to video chat
after multiple requests is an almost certain sign of a scam 10 . The moment Wes issued the challenge,
the friendly act fell apart.

No Request for Money...Yet: It's notable that during this recorded chat, Jennifer never actually
asked for money or gifts. This is not unusual in early-stage romance scams. Scammers often invest
days or weeks grooming the victim, building the relationship, before introducing a financial crisis or
request. Had Wes not identified her as a scammer, the next phases could have been:

A sudden emergency (e.g. “I need $200 to fix my car” or “My aunt is in the hospital and I can’t cover the
bill").

A plan to meet in person that requires funds (classic “I want to visit you, can you send me money for the
flight?” or “I'm stuck abroad and need help to come to you").

Alternatively, given the context, she might have tried sextortion if Wes were more suggestible: for
instance, encourage a sexual video exchange and then blackmail him. There are cases (like one
mentioned in a Times of India piece) where scammers lure men into sending explicit content and
then extort money by threatening to expose them 14 15 . Here, there were mild flirtations but no
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overt sexual content - likely because Wes didn't go that route. But asking him to sing could have
been a prelude to more personal requests later.

The absence of an immediate money ask actually made the scam more convincing - nothing too unrealistic
happened on day one, aside from the voice note request. This patience is a hallmark of organized romance
scams. Scammers will sometimes chat for weeks, saying all the right things, before “hitting” the victim with
a monetary plea. It's a long con targeting the victim’'s emotions. A user on a forum, reviewing SayHi, noted
“Everyone I struck up a conversation with is a scammer. Everyone is begging for money or wanting you to send an
iTunes card. It's BS!” 1 . Jennifer hadn't reached the begging stage yet, but based on countless similar cases,
it was almost certainly coming. The end goal of such social engineering is either direct monetary theft,
obtaining personal info for identity theft, or in some cases, recruitment into money laundering (some
scammers try to get victims to receive and forward money/packages). Given Jennifer’s persona and the flow,
the most likely intent was a romance scam for money - e.g., eventually she might ask Wes to help her with
a financial problem, leveraging the trust and affection built.

In summary, this chat contained multiple red flags: the quick move off-platform, avoidance of video calls,
unusual personal requests, fast-tracked intimacy, and scripted answers. Each of these on its own might be
explainable, but together they form the textbook profile of a romance scam operation. Wes himself
recognized these signs (“Haven't talked to anyone with a real profile on SayHi yet... hoping you will be the
first” he said, hinting he was on alert). When he explicitly confronted her, her reaction further confirmed the
scam. As a rule of thumb echoed by many in the anti-scam community: if an online “date” won't video chat
and keeps making excuses, it is almost certainly a scam** 10 |, Jennifer ticked that box decisively.

Connections to Known Scam Profiles

While “Jennifer” as a specific identity did not match a public database entry, the entire scenario matches
known romance scam profiles and patterns. Here we connect the dots with wider scam trends:

+ Use of Generic Stolen Photos: The profile image and the one selfie she sent (smiling, presumably
attractive, age-appropriate female) align with typical scammer choices. Scammers often trawl social
media for pictures of pretty, but not famous, individuals. These images then reappear on multiple
fake accounts. Although we did not find this exact photo in a quick search, it's highly likely the
person in the picture is an unrelated woman whose image has been co-opted. Communities like
ScamHaters on Facebook regularly post stolen photos that scammers use. Common ones include
pictures of women in military uniforms, nurses, or simply wholesome selfies - “Jennifer’s” picture
looks like a normal selfie of a woman in her 30s, which is ideal to hook someone without raising
alarm. It's advised to perform a reverse image search (on Google or Yandex) whenever you suspect
a dating profile - often the same photo will pop up under different names, revealing the fraud. (The
Reddit guide we cited earlier specifically encourages using reverse image search sites to verify
people 7 .) If such a search were done for Jennifer's pic and found on, say, a Pinterest or an
Instagram under a different name, that would conclusively prove her identity is fake. Though we lack
that definitive link here, the burden of proof was on her to show she’s real, which she failed.

Scripted “Formats”: International scam networks are known to share scripts (called “formats”) for
romance scams 6 . These are essentially templates that scammers follow day by day - how to
introduce themselves, what stories to use, what excuses to give, and when to ask for money. The
conversation with Jennifer closely follows what one might call a “Day 1 trust-building” format of a
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romance scam: friendly introduction from the dating app, quick migration to personal chat,
exchange of photos and pleasantries, eliciting personal info (marital status, etc.), establishing that
both parties are seeking love, and creating a sense of connection (through pets, music, etc.). The
voice note request might be a twist in her particular playbook - possibly part of her scam ring's
methodology (for reasons discussed above). The fact that she immediately identified herself as
“Jennifer from sayhi” on WhatsApp indicates this is routine; she likely juggles many contacts from
various apps and keeps track by greeting them this way. The ABC News report on Ghanaian
scammers mentioned they often have multiple victims at once and even hire assistants; given that
context, Jennifer’s relatively formulaic conversation suggests she might have been multitasking or
using prepared lines. For example, the line “I'm also looking to meet someone real and ready to mingle”
sounds almost copy-pasted - a generic phrase that could be sent to anyone.

No Digital Footprint: Another hallmark of scam profiles is the lack of a traceable history. Real
people usually have social media profiles, LinkedIn, or at least a last name that can be Googled.
Jennifer offered none of these. She did not mention any family or specific friends, didn't refer to any
workplace details beyond the generic “nutritionist” (which is hard to verify without a business name
or certification). If one tried to search “Jennifer [last name] nutritionist Rochester” nothing would
come up - and indeed, we had nothing to even search on because she gave no surname. This
intentional opacity is to prevent victims from sleuthing on their own. Whenever Wes mentioned
something verifiable (like his YouTube channel link), she did not reciprocate with similar info.
Scammers avoid giving anything that could lead to discovery or real identity. We could not tie
Jennifer to any known scams by name, because she essentially had no unique name or data to tie -
a feature, not a bug, for her operation.

Similar Reported Scams: Although “Jennifer” specifically wasn't found on watchdog sites, the
scenario fits countless reports on forums and scam victim boards. For instance, many users on scam
warning forums report a pattern where a woman claims to be from one U.S. city, chats for a
while, then asks for money due to some emergency. Often the prose and approach are very
similar: the scammer says they are divorced or widowed, often with a professional job (nurse,
nutritionist, teacher, etc. - something caring but not high-profile), they quickly profess admiration or
romantic interest, and eventually there’s a tragic problem requiring funds. In our case, had it
continued, Jennifer might have concocted something like “My rent is due and my bank account got
frozen” or “I want to visit you but I need help with the plane ticket”. The lack of such a line in the chat we
have doesn't mean it wasn't coming - it just means we caught the scam early.

Scammer Response When Caught: Interestingly, Jennifer’s behavior when caught (laughing and
joking instead of disappearing immediately) is something seen in some scambaiting communities. It
suggests she might be somewhat experienced or even found humor in the situation. Some
scammers, when they know they won't get money out of you, will just move on or block you. The fact
that she responded with“  You're so unbelievable” after Wes sent her a link ( nerdiblessb.org -
notably, a scam-baiter blog website) shows she realized he was playing along and essentially gave a
final retort. This kind of banter is documented occasionally in scambaiting forums where the
scammer, upon realizing the jig is up, either insults the “victim” or tries to save face. It's not a typical
victim experience (because usually victims either don't confront, or if they do, the scammer may
vanish), but it's consistent with someone who got caught by a savvy target.



In conclusion, while we did not find Jennifer’s photo on a known scammer list or her number on a public
blacklist, nearly every element of her approach matches known romance scam patterns. This was not a
one-off coincidence but rather a likely instance of a broader scamming operation. The context of SayHi (an
app with many fake profiles) further cements that - it's highly probable Jennifer’s profile was one of many
run by a scam ring targeting SayHi users around that time. Her chosen narrative (divorced American
woman) and tactics (no video, gradual grooming) align with what law enforcement and researchers identify
as organized romance fraud schemes (often run out of West Africa or Southeast Asia). The safest
assumption, and one backed by all the evidence above, is that “Jennifer” is a fabricated identity used by a
scammer - matching profiles that have been reported by others even if the specific alias wasn't
previously exposed.

Tone, Intent, and Conclusion

Tone & Relationship Dynamics: The overall tone of the conversation was deceptively affectionate and
upbeat on Jennifer’s side, and polite but increasingly cautious on Wes's side. Initially, the chat reads like two
people excited to connect - there’s flirting, mutual interest, and personal sharing. However, this positivity
was one-sidedly strategic. Jennifer’s intent was not genuine friendship or romance; it was to manipulate
Wes's emotions. She tailored her tone to what she thought he would find appealing: a sweet, fun, slightly
shy but eager woman. The use of emojis and “haha” lightheartedness set a false sense of comfort.
Meanwhile, she steered the conversation’s content towards what she needed (his personal details, his voice,
his trust). There were subtle signs that she was not truly invested in him as a person - for example, she
didn't ask detailed follow-up questions when he disclosed significant things (like having two kids or being a
professional singer beyond the song itself). A real person showing interest might have delved more into
those topics, but her goal wasn't to actually get to know Wes; it was to entice Wes to feel like he's being
known.

When Wes started probing her authenticity (e.g., hinting he hadn't met a “real profile” yet, then directly
asking for video proof), her tone shifted from affectionate to defensive and dismissive. This pivot is critical:
it shows that the warmth was a fagade. As soon as that persona no longer served a purpose, she dropped it.
The final few messages from Jennifer - laughing and calling him unbelievable - carry a tone of someone
who never truly respected or cared about the person on the other end. It's almost taunting, which is the
polar opposite of the caring girlfriend act she put on initially. This bipolar tone (saccharine sweet to cynical
or mocking) is frequently reported by scam victims who catch on; the “lover” can turn into a different person
in an instant when their cover is blown.

Intent: The intent behind Jennifer's messages was clearly fraudulent. Given everything, the most likely
intent was financial exploitation under the guise of romance. All her efforts - from complimenting Wes,
eliciting his life story, to securing a recording of his voice - were steps to deepen the relationship and gauge
his vulnerability. She likely identified Wes as someone older (59), possibly lonely (divorced twice), with a
good career (he manages software teams and owns businesses, as he told her). In other words, a
potentially lucrative target. By feigning romantic interest, she aimed to make Wes invested enough that
when a money request eventually came, he'd be emotionally inclined to help. This is the modus operandi of
romance scammers: establish trust and affection, then exploit it.

It's important to stress that at no point did Jennifer show authentic intent to meet or truly bond with Wes.
All signs indicate a con: the generic compliments, the avoidance of any verification, the too-quick
attachment. Even her claim of being “real and ready to mingle” is ironic in hindsight - she was ready to



manipulate. The endgame, had Wes played along, would have been either: - A direct monetary scam (wiring
money, sending gift cards - scammers love gift cards or Bitcoin because they're untraceable). - Or possibly
drawing him into some scam “investment” (less likely given the approach, but some romance scams pivot
into asking the victim to invest in fake crypto or business deals). There's a mention in the Times of India
piece of Al bots pushing crypto investments 17 ; while Jennifer wasn't a bot, human scammers sometimes
try to get money under false investment pretenses too. However, given she set herself up as romantically
interested, the simpler path is a personal emergency plea.

Impact if Unchecked: Had Wes not been vigilant, this could have progressed into a classic romance scam
trap. There are many real-world examples: e.g., a Rochester woman lost $57,000 in a 2021 romance scam
with similar beginnings 18 . Victims often remortgage homes, drain retirement accounts, or take out loans,
all the while believing they're helping someone they love. Jennifer’s scam had not reached that stage, but all
the groundwork was laid. The tone of caring partner she adopted was meant to disarm Wes's skepticism
and bond with him deeply enough that he would initiate helping her if she hinted at trouble.

Fortunately, Wes detected the signs early. The moment he essentially accused her of being a scam (“it was a
nice run, I give you 8/10"), her scheme collapsed. This interaction highlights an important point in scam
psychology: the scam only works if the victim can be kept in the dark and emotionally hooked. The
instant the victim indicates they are suspicious or knowledgeable (like sending her a link to an anti-scam
blog, which he did with nerdiblessb.org), the scammer typically aborts mission. Jennifer did exactly that -
she didn't try to convince him further she was real (because she couldn't), she didn't apologize or show hurt
(because she had no real feelings), she simply threw a jab and presumably moved on to find another mark.
Her parting words “You're so unbelievable” may also reflect mild frustration - she invested some time in this
conversation and got nothing (except maybe an amateur song as a strange trophy).

Conclusion: This WhatsApp chat with “Jennifer” is a textbook example of a romance scam in its early-to-
middle phase. The scammer’s tone was expertly crafted to appear genuine and caring, but the content and
context reveal clear malicious intent. Through OSINT analysis, we identified numerous red flags and
matched them to known scam tactics: false identity, quick off-app contact, avoidance of live interaction,
scripted romance, and the looming ask for money. There were no real linked accounts or personal details
because the scammer operates behind a mask. All evidence suggests the person behind “Jennifer” was
likely part of a larger scamming operation (possibly based overseas, given the patterns).

For anyone encountering a similar situation, this case underscores key lessons: Beware of anyone online
who seems “too good to be true,” who accelerates intimacy but evades verification. If they won't video
chat, consistently have excuses, or make odd requests (like singing for them or holding up signs), those are
not romantic quirks - those are scammer alarms. As one online dating safety advocate put it, “If they won't
agree to a video call, it's a scam. Yes, every single time” 10 . Wes's experience ended without loss, but only
because he recognized the play. The warm, loving tone was a means to an end: to scam. By conducting this
analysis, we shed light on how such scams operate, hopefully helping others spot the signs before getting
entangled in a fake romance.

Sources: The analysis above is supported by open-source intelligence references, including user
testimonials and expert advice on scam behaviors. For instance, the prevalence of scammers on SayHi is
documented by user reviews ' and a dating review site warning to be watchful 2 . Common scammer
avoidance of video calls and use of VoIP numbers are noted in Reddit discussions 10 6 . Tactics like using
victims' voices and sharing scam scripts are reported in online forums and news investigations 12 16 ,
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https://timesofindia.indiatimes.com/city/chennai/with-online-dating-scamsters-using-ai-theres-no-happy-ending/articleshow/111495324.cms#:~:text=In%20another%20case%2C%20a%2032,generated
https://www.kaaltv.com/archive/rochester-woman-loses-57k-in-quotromance-scamquot/#:~:text=Rochester%20woman%20loses%20%2457K%20in,that%20started%20in%20November%202021
https://www.reddit.com/r/OnlineDating/comments/p155ib/if_they_wont_agree_to_a_video_call_its_a_scam_yes/#:~:text=These%20days%2C%20if%20the%20person,that%20I%20would%20stay%20away
https://www.datingsitesreviews.com/forum/viewtopic.php?showtopic=12428#:~:text=Avoid%20it%20like%20the%20plague%21,It%27s%20BS
https://www.datingscout.com/say-hi/review#:~:text=Is%20it%20safe%20to%20use,Say%20Hi
https://www.reddit.com/r/OnlineDating/comments/p155ib/if_they_wont_agree_to_a_video_call_its_a_scam_yes/#:~:text=These%20days%2C%20if%20the%20person,that%20I%20would%20stay%20away
https://www.reddit.com/r/OnlineDating/comments/p155ib/if_they_wont_agree_to_a_video_call_its_a_scam_yes/#:~:text=One%20more%20thing,on%20as%20you%20find%20appropriate
https://www.reddit.com/r/Scams/comments/1eu5ulx/is_there_a_reason_why_someone_would_ask_for_a/#:~:text=%E2%80%A2%20%201y%20ago
https://www.abc.net.au/news/2019-02-11/ghana-meet-the-scammers/10785676#:~:text=In%20public%20Facebook%20groups%2C%20fraudsters,to%20run%20their%20scams

These sources, alongside the chat log itself, form the basis of our OSINT-driven conclusions. Always
remember: on the internet, scrutinize what people say and even more how they say it - the truth often
lies between the lines.
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